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[ •>  3.i  Information  Warfare.  The  competition  < 

[ the  cxplonRon,  corruption,  or  destruction  of  an  advemiV**  information  system  through  such*’ 
means  as  signals  intelligence  and  command  and  control  countermeasures  while  protecting  the 
R.  integrity  of  one’s  own  information  system  from  sufch  attacks.  Tbe  objective  of  information''  \ 
f warfare  ii  tO  attain  a significant  enough  infonnation  advantage  to  enable  the  force  overall  to  - .. 
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r ,v  . ' 1:  (Hk  U.S.  Armed  Forces  shall  be  organized,  trained,  equipped  and  supported  in  such  a 
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11  (VBD  U.S.  Armed  Forces  shall  be  organized,  trained,  equipped  and  supported  in  such  a 
;;  manner  as  to  be  able  to  achieve  a distinct  infonnation  advantage  over  potential  adversaries  in 
K order. to  win  qukklV,  decisi vely,  and  with  minimum  losses  ana  collateral  effects.  ■;/  4 ' 
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2.  Information  warfare  requires  the  interaction  and  the  integration  of  command, 

control,  communications  (C3),  intelligence,  information  systems  countermeasures,  and 
information  systems  security.  This  interrelationship  shall  be  pursued  vigorously,  particularly 
with  regard  to  requirements  definition  and  validation,  research  and  development,  acquisition, 
plans,  and  operations. 


a mi  Intelligence  collection  against  the  information  systems  of  potential  adversaries  shall 
be  afforded  sufficient  priority  to  support  the  information  warfare  requirements  of  the  Department 


of  Defense. 
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The  Department  of  Defease  shall  vigorously  pursue  information  system 
ares,  recognizing  their  significant  role  in  attaining  an  i ‘ 


i information  advantage. 
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countermeasures. 

Reference  (a)  pertains. 
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a.  Wtttb  Particular  emphasis  shall  beplaced  on  the  analytic  effort  requisite  to  ensuring  the' 
and  development  of  highly  effective  countermeasures  at  reasonable  cost.  - 
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c.  (JHP  Dual  use  systemj  that  can  be  used  both  to  exploit  adversary  information  systems 
as  well  as  to  corrupt  those  systems  shall  be  acquired  whenever  practical  and  cost  effective. 
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8.  (U)  Command  and  consol  of  forces  shall  be  planned  and  exercised  in  such  a manner  as  to 
minimize  the  amount  of  information  transfer  required  for  effective  direction  and  application  of 
force  to  ensure  our  forces  are  able  to  operate  successfully  in  degraded  information  and 
communications  environments. 

9.  (U)  Elements  of  the  DoD  information  system  critical  to  the  transmission  and  use  of 
minimum -essential  information  for  the  control  and  direction  of  forces  shall  be  designed  and 
employed  in  a manner  that  minimizes  or  prevents  exploitation  and  denial  or  degradation  of 
service.'  Training  and  exercise  capabilities  shall  be  built  into  the  individual  components  of  the 
DoD  information  system,  as  appropriate. 
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tor  Information  warfare  activities.  * . ;•  ,. 


3.  (U)  The  Unrig  Secretary  of  Defense  (Policy)  «haii  develop  policies  ai 
fosmatioo  warfare  requirements,  plans,  and  capabilities  when  information 


10.  (U)  Computer  simulation  technologies  together  with  networked  wargaming  and  exercises 
shall  be  developed  and  used  to  create  realistic  information  warfare  environments  fey  tndning, 
exercise  and  planning  purposes  as  well  as  the  requirements  definition  portion  of  the  acquisition. 
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11.  mP*l  Sufficient  training,  including  realistic  training  exercises  that  simulate  wartime,  v- 
stresses* shall  be  conducted  to  ensure  the  commanders  ofU.S.  forces lare  well-informed  and'  V.V  £ ' 

■ weU-ycxsed  in  the  trade-offs  among  exploitation,  corruption,  and  destruction  of  adversary  . . 

> information  systems;  the  varying  capabilities  and  vulnerabilities  of  the  various  plentems  of  U S 


^ ..  .y.wyy.  ,w-t^r.-jvenets  to  validated  requirements.^  V/V  ;,  .v  I 

' 4 ' ' • <;  df  (U)  Provide  fbr.the  centralized  planning  and  coordination  of  information  warfare  matters  ' 

to  inclodd  policy  development,  bread  strategy,  program  and  budget  review,  technology  ' n 


f,  warfare  system  developments.  ;•',%**  ' • t ,• 
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tor  the  development  and  acquisition  of  information 
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c.  (U)  Ensure  electronic  counter-countermeasures  (ECCM)  are 
development  of  infbnnation  warfare  systems. 
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4.  (U)  The  Secretaries  of  the  Miliary  Dcpanmcnia  shall: 
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a.  4BH|  Develop  information  warfare  doctrine  and  tactics;  and  organize  and  train  to 
ensure  that  these  are  well-integrated  into  overall  doctrine  and  tactics  and  become  an  essential 
element  in  our  warfighting  capability. 


b.  (U)  Define  information  warfare  requirements  and  develop  and  acquire  systems  in 
response  to  validated  requirements. 


c.  (U)  Keep  the  Director,  National  Security  Agency  (NSA)  informed  of  developmental 
efforts  consistent,  with  subsection  E.6.,  below. 

d.  (U)  Review  related  Service  programs  for  applicability  to  information  warfare,  advising 
the  Assistant  Secretary  of  Defense  for  Command,  Control,  Communications  and  Intelligence  of 
reviews  conducted. 

3.  (TJ1  The  Chairman  of  the  Joint  Chiefs  of  Staff  shall: 


a.  (U)  Validate  information  warfare  requirements,  as  appropriate. 

b.  (U)  Establish  doctrine  to  facilitate  the  integration  of  information  warfare  concepts  into 

t joint  warfares  W ' 

c.  (U}  Ensure  plani  and  operations  include  and  are  consistent  with  information  warfiue 
policy,  strategy,  and  doctrine. 


d.  (U)  Coordinate  with  the  commanders  of  the  Unified  and  Specified  Combatant 
Commands  to  ensure  effective  execution  of  information  warfare  activities. 

e.  ^jj^Ensure  that  exercises  routinely  test  and  refine  information  warfare  capabilities, 
including  the  application  of  realistic  wartime  stress  to  information  systems. 

6.  (U)  The  Director.  National  Security  Agency,  shall  be  kept  informed  of  technology  and 
system  development  efforts  associated  with  the  information  warfare  activities  of  die  Department 
of  Defense. 


7.  OJ1  The  Dimeter.  Defense  Information  Systems  Agency,  as  central  manager  of  the  Defense 
information  infrastructure  (DO),  shall  ensure  the  DII  contains  adequate  protection  against  attack. 


8.  a n Th"  of  th«  DoD  Components  shall  assign  responsibilities  and  establish 

procedures,  within  their  organizations  to  implement  the  policies  in  section  D.,  above.  The 
Component  heads  shall  keep  the  Director,  NSA  informed  of  developmental  efforts  consistent 
with  subsection  E.6.,  above. 


F.  EFFECTIVE  DATE  AND  IMPLEMENTATION 


(U)  This  Directive  is  effective  immediately.  The  Assistant  Secretary  of  Defense  for 
Command,  Control,  Communications,  and  Intelligence  may  issue  instructions  as  may  be 
necessary  to  implement  this  Directive.  Instructions  to  the  Military  Departments  shall  be  issued 
through  the  Secretaries  of  the  Military  Departments.  Instructions  to  the  Unified  and  Specified 
Combatant  Commands  shall  be  communicated  through  the  Chairman  of  the  Joint  Chiefs  of  Staff. 
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DonUt  J . Atwood 

Deputy  Secretary  of  Defame 
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